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Transition from OVAL to VEX Files for
Red Hat Security Data

Summary

As part of our ongoing commitment to provide precise and up-to-date vulnerability data,
Prisma Cloud is transitioning from the OVAL format to the VEX format for assessing
vulnerabilities in Red Hat artifacts. This change affects how vulnerabilities in Red Hat
products and artifacts are reported in Prisma Cloud environments.

Until you upgrade to a 33.xx release, Prisma Cloud will continue to use the OVAL format for
vulnerability scanning, with no expected impact. After upgrading your Console and
Defenders to version 33.00 (or later), Prisma Cloud will start using the enhanced and detailed
reporting capabilities of the new VEX format.

Prisma Cloud will also support OVAL files for another two major versions— v33.xx and
V34.Xx—to maintain compatibility with Defenders in the pre-33.xx releases, as long as Red Hat
continues to support and produce them.

This document explains the changes for customers upgrading their Console and Defenders
to 33.00 and later releases. For customers who do not upgrade their Defenders and Console,
no changes in behavior and reporting are expected.

If you have any concerns or need more information about this transition, please contact:

support@paloaltonetworks.com.
Background and Motivation

e Red Hat security data is the primary source for known and published vulnerabilities in
Red Hat products.

e Red Hat was previously using the OVAL and CVRF data formats to provide security
information about Red Hat products.

e Prisma Cloud consumed Red Hat OVAL V2 files to enrich the Intelligence Stream feed
and provide accurate reporting on vulnerabilities in Red Hat products.

e The security data landscape is constantly changing, necessitating improvements to
meet new industry standards and customer requirements. Red Hat announced that
the official Red Hat vulnerability data will be available in a new format called the
Vulnerability Exploitability eXchange (VEX).
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e OnJuly 10,2024, Red Hat announced general availability of VEX files for CVEs and
moved the support for OVAL v2 to maintenance mode. The OVAL format will not
receive any new features and updates will be limited to critical bug fixes only.

e To consume the latest updates on Red Hat vulnerabilities in the long term, Prisma
Cloud needs to use the new VEX format.

Changes in the VEX Format

e With OVAL files, Red Hat provided information on vulnerable RPM packages and all
associated binaries built from those packages, irrespective of their vulnerability status
("Fixed," "Known Affected," "Known Not Affected," and "Under Investigation").

For example, if a vulnerability was found on a package with the CVE status “Under
Investigation”, Red Hat would publish the vulnerability information for affected
binaries as well.

e With the VEX files, Red Hat provides vulnerability information for the vulnerable RPM
packages for all the vulnerability statuses, but only publishes vulnerability information
for the affected binaries only when a fix is available.

e With the OVAL files, Prisma Cloud reports a CVE for each affected binary and RPM
package found during the scan. For example, if a source package with a vulnerability
was included in two binaries, Prisma Cloud would report two CVEs—one for each
binary.

e Prisma Cloud now adopts a new reporting mechanism aligned with the VEX format. It
will report one record for the RPM package as vulnerable, and provide information on
all the detected binaries built with it.
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Comparison (Example)

With the OVAL format, Prisma Cloud reported a vulnerability for each binary found during the
scan. For example, the glibc-common and glibc binaries as shown in the following
screenshot.

Image details
Image registry.access.redhat.com/ubi7:latest
ID sha256:a084eb42a557707d65c2bf0fcd683648c7d9fcbbb56e596f221903%44eeff7e7
QS distribution Red Hat Enterprise Linux Server release 7.9 (Maipo)
OS release RHEL7
Digest sha256:046e525722f14702¢360dc6092324af7c21656e76b0c254b067871f1d4d3df68
Start time Jul 14, 2024 3:45:58 PM (< 1 hour ago)
Scanned by Defender
Vulnerabilities Compliance Runtime Layers Process info Package info Environment Labels
T 2 Type:0OS x glibc x | % 2total entries (filtered)
Type Highest severity Description
~ 0§ ® moderate glibc-common version 2.17-326.el7_9.3 has 4 vulnerabilities
~ 0§ ® moderate glibc version 2.17-326.el7_9.3 has 4 vulnerabilities

With the new VEX format, Prisma Cloud reports one vulnerability only for the source package,
and provides information on the related binaries. For example, the glibc package (used in
binaries: glibc-devel, glibc-common, glibc, glibc-headers) as shown in the following
screenshot.

Image details

Image registry.access.redhat.com/ubi7/ubi:latest
1D sha256:43a60e379374158fbfa0d02fb1b3976aledfdacechBeBbs2e093d7ea7 734002
QS distribution Red Hat Enterprise Linux Server release 7.9 (Maipo)
OS release RHEL7
Digest sha256:2a9d92c08d9bbec3fab0ff5851cc44f8943d9a61d5adf523fc34f44f3dBab2e5
Scanned by Defender
Scan status @ Passed
Vulnerabilities Compliance Layers Process info Package info Labels

o Results shown in this tab are relative to the latest available threat data and may differ from the results obtained in Cl output terminal
at the time scan occurred. The threshold failure is based on vulnerabilities found at the time of scan.

? 13 total entries

Type Highest severity Description

v python @ high python version 2.7.5 has 4 vulnerabilities

v 0§ @® important glibe {used in glibc-devel, glibc-common, glibe, glibc-headers) version 2.17-326.e17_9 has 6 vulnerabilities
v python medium urllib3 version 1.10.2 has 5 vulnerabilities

v python medium setuptools version 0.9.8 has 1 vulnerability

v python medium requests version 2.6.0 has 2 vulnerabilities
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With VEX logic, the number of vulnerabilities with the same CVE-ID will be reduced, as
Prisma Cloud will report a single vulnerability for the RPM package instead of multiple
reports for each binary.

Comparative Metrics for OVAL and VEX Formats

For details on how CVEs are reported in the new VEX format as compared to the OVAL
format, see CVEs Comparison between Oval and VEX.

FAQs
1. Will | see more vulnerabilities?

In general you should see a reduction in the number of vulnerabilities, as Prisma
Cloud’s new reporting mechanism for Red Hat vulnerabilities is based on the RPM
package and will report only one vulnerability per package instead of several
vulnerabilities for each binary. However, VEX CVE files report more vulnerabilities and
provide more detailed information for each vulnerability. So the total number of
vulnerabilities might increase, but are expected to be in the same range as earlier
overall. The increase is mainly observed for CVEs with ‘Medium’ and ‘Low’ severities.

2. Ifl don't upgrade my console, could | miss out on addressing new or existing
vulnerabilities?

No. For customers who do not upgrade their Console and Defenders, Prisma Cloud
will continue to use OVAL information for vulnerabilities and the report will be exactly
the same.

However, OVAL files have been moved to maintenance mode. According to Red Hat
blog: “Red Hat will continue to produce OVAL v2 content for core products such as
Red Hat Enterprise Linux (RHEL) 8 and 9, but OVAL data won't receive new features
and will be limited to critical bug fixes only. OVAL content will not be published for
future major RHEL releases (10 and onward) as well as any new products”.

This might result in a gap between the OVAL and the VEX security content. Customers
who upgrade their Console and Defenders to v33.xx will not experience this gap, as
Prisma Cloud will use the VEX security information to report Red Hat vulnerabilities.

3. What will be the impact on the number of vulnerabilities | have?

When using the new Console and Defender version, the total number of
vulnerabilities might increase as “new” vulnerabilities might be reported by Red Hat
on the VEX files that were not included on the OVAL files.. The number of records of
the same CVE-ID will reduce as Prisma Cloud will report only one vulnerability for the
RPM package instead of several recordings for each binary that is sourced from the
RPM package. When using old Defenders, you will not see any impact.
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https://main--prisma-cloud-docs-website--hlxsites.hlx.live/en/compute-edition/assets/pdf/oval-vex-cves-comparison.pdf
https://www.redhat.com/en/blog/red-hat-vex-files-cves-are-now-generally-available
https://www.redhat.com/en/blog/red-hat-vex-files-cves-are-now-generally-available

4. What will be the impact if | don't upgrade my Defenders to version 33.xx?

There will be no change in behavior and no impact is expected. For old Defenders,
Prisma Cloud will continue to use the OVAL format to report vulnerabilities. Prisma
Cloud will continue to consume the OVAL files for another two major versions— v33.xx
and v34.xx—to maintain compatibility with Defenders in the pre-33.xx releases, as long
as Red Hat continues to produce OVAL files. When version 32.xx reaches end of
support, Prisma Cloud will stop using OVAL files.

References
For additional details on VEX files from Red Hat, see the following Red Hat blogs:

° Red Hat announcement on the general availability of VEX files:
https:/www.redhat.com/en/blog/red-hat-vex-files-cves-are-now-generally-available

° Red Hat VEX structure and motivation:
https://Mww.redhat.com/en/blog/vulnerability-exploitability-exchange-vex-beta-files-n
ow-available
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