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Overview

Prisma® Cloud provides an enhancement designed to streamline your experience with your
onboarded cloud accounts. With this enhancement, you can now easily manage the required
API ingestion permissions for your cloud accounts continuously, ensuring smooth operation and
eliminating potential misconfiguration issues.

Upon reviewing your onboarded cloud account status under Settings > Providers > Cloud
Accounts, you may encounter a warning status indicating Issues found, often due to missing
permissions required for ingesting APls.

@® Runtime Security v Home Dashboards Reports Inventory Compliance Alerts Investigate Governance

CONFIGURE

@ PROVIDERS Cloud Accounts  Code &Build Providers ~ CICDRuns  CICD Systems Private Registries  K8s Satellite
Application Security

MANAGE
CloudType AWS X  Add Filter
Providers

Agents
Applications Account ID Cloud Name 1 Type Account Groups Status Last Modified By

Account Groups
5¢ 9 aws 55¢ - - 7 account group(s)

Collections

o b T ) 55 Unable toingest data from one or more services. Click for more details

rks.com

Security Capabilities and Permissions

4 Misconfigurations (CSPM)
Asset Configuration Issues Found

Actions missing: [backup:ListBackupPlans, support:DescribeCases, backup:GetBackupPlan]

To address this, Prisma Cloud provides a convenient solution: a Python script that automates
granting necessary permissions. With this script, you can now save time and effort by
proactively addressing and future-proofing missing permission issues against new API
ingestions.
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Getting Started

Assumptions

1. You have Administrator permissions in the Cloud Service Provider (AWS, Azure, GCP,
and OCI) account to run the CFT (Cloud Formation Template) or TFT (Terraform
Template).

Admin Access to Prisma Cloud Console.

You have already onboarded your AWS/Azure/GCP/OCI accounts onto Prisma Cloud.
Be comfortable granting the read-all type of permissions to Prisma Cloud.

Have a working knowledge of how to use Prisma Cloud and its features.

You have Python versions 3. x.x and higher installed on your system.

o0k wd

How to Enable AutoConsent Script?

Perform the following steps to enable the AutoConsent Python script:

You can enable auto permissions for both standalone or organization accounts. However, you
will not be able to enable or disable permissions individually for member accounts within the
organization account of your Cloud Service Provider (CSP).

1. Copy the following Python script and enter the required details:

1. Base URL: [Provide the URL]. For example, https:/app2.prismacloud.io/login
2. Prisma Admin Username and Password: [Enter Credentials]
3. CSV values of cloud types and the account ID: [Enter CSV Values]

For example:

{"azure": ["'c9addbd7-4f7d-4932-859f-990a8e9fcbd7"], "aws": ["488387218036",
"963840066676"[}
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t json

t requests
base url http
customerName

u rname

# EQ: a
account_ids

Python

import json

import requests

base_url ="https://api-sam103937.sam.prismacloud.io"
customerName = None # optional. customerName which is tenant Name
username = "your prisma admin username”

password = "password"

# Map of cloud type to accountIds for which autoConsent feature needs to be
enabled/disabled

# Cloud Types supported: ["aws", "azure", "gcp", "oci"

# Eg: account_ids = {"azure": ["c9addbd7-4f7d-4932-859f-990a8e9fchd7"], "aws":
["488387218036", "963840066676"]}

account_ids = {"aws": ["0123456789"]}

# autoConsent "enabled" - to opt in accountIds for autoConsent
# autoConsent = "disabled" - to opt out accountIds for autoConsent
auto_consent_value = "enabled"

# Prerequisite: Obtain an authorization token by Logging In.
login_url = f"{base_url}/login"

if customerName is not None:
login_payload = json.dumps({
"customerName" : customerName,
"username" : username,
"password": password
})
else:
login_payload = json.dumps({
"username" : username,
"password": password

)

408.753.4000 | 3000 Tannery Way, Santa Clara, CA 95054 | paloaltonetworks.com



% paloalto

NETWORKS

login_headers = {
‘Content-Type': 'application/json'
}

response = requests.request("POST", login_url, headers=1login_headers,
data=login_payload, verify=False)
YOUR_TOKEN = response.json()['token"]

# Call Cloud Account Patch API to enable/disable autoConsent
cloud_account_patch_api_url = "{base_url}/cloud/{cloudType}/{accountId}"

cloud_account_patch_api_payload = json.dumps({
"autoConsent" : auto_consent_value

1)

cloud_account_patch_api_headers = {
‘accept': 'application/json',
‘content-type': 'application/json',
‘x-redlock-auth': YOUR_TOKEN

}

for cloud_type, account_ids in account_ids.items():
for account_id in account_ids:
response = requests.request(
method="PATCH",
url=cloud_account_patch_api_url.format(base_url=base_url,
cloudType=cloud_type, accountId=account_id),
headers=cloud_account_patch_api_headers,
data=cloud_account_patch_api_payload,
verify=False

)

if response.status_code ==200:
print(f"Successfully updated account ID - {account_id}")
else:
print(f"Failed to update account ID {account_id}, status_code:
{response.status_code}")
print(f"Failed to update account ID {account_id}, response:
{response.text}")
print(f"Failed to update account ID {account_id}, status:
{response.headers.get('x-redlock-status')}")
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4. Save and run the script.

——————————— 7 o — ————— = - - E———— ot s

acharya@®M- utoConsen python3. nable_Auto_Consent.py

You will receive a success message after successfully executing the script.

ibrary/Frameworks/Python, framework/Versions/3.11/1ib/python3.11/site-packages/urllib3/connectionpool.py:1095: InseécureRequestWarning: Unverified HTTPS request is bed
10 host 'api-saml@3937.sam.prismacloud.io’. Adding certificate verification is strongly advised. See: https://urllib3.readthedocs.io/en/latest/advanced-usage.htmlatl
5

varnings.warn(

ibrary/Frameworks/Python.framework/Versions/3.11/1ib/python3.11/site-packages/urllib3/connectionpool.py:1895: InsecureRequestWarning: Unverified HTTPS request is bei
t0 host 'api-saml@3937.sam.prismacloud.io’. Adding certificate verification is strongly advised. See: https://urllib3.readthedocs.io/en/latest/advanced-usage.html¥tl
18

arnings. warn(

cessfully updated account ID — € "7 7 I

2. Log in to Prisma Cloud. Go to the Settings > Providers > Cloud accounts page to modify
the desired account.

Note: The Status will still show a Warning, it will turn Green after you update the CFT/TFT

template.
. aws AWS Cloud Account Org = 1 account group(s) E @ @
B aws AWS Cloud Account china account 2 1 account groupls) Edit Cloud Account
s AWS_Redlock_Automation 3490 F3 1 3ccount groupls ® &
: aws AWS_Test_Account_Onboard_Func 2 1 socount groupli) A @@
c) Alibaba Dummy 8 Digit Cloud Account 2 1 account groupls! 1] > @
itatus -
Name Status Message Remediation
Config H Actions missing: [macie2:ListOrg di C Add foll g actions to Prisma Cloud policy: [macie2:ListOrganizationAdminAccou.
Audit Logs (]
Flow Logs (v] X
l:entl(-ss Workload S.. Q - - /
Authentication (]
Workload Discovery (V]
Organization (V]

3. Perform the following steps as listed to update the CFT/TFT template for the required cloud
account:

e Update an Onboarded AWS Organization
e Update an Onboarded AWS Account
e Update Azure Application Permissions
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e Update an Onboarded GCP Account
e Update Permissions on an Onboarded OCI Account

4. Once the account is successfully updated, go to the Cloud Account page and notice that the
account Status must have turned green.

Note: The status will remain green even when new APIs are automatically ingested on Prisma
Cloud.

Edit Cloud Account x

Get Started ]

Configure Account

Review Status

Authentication

Scope

Security Capabilities

Account Name

Account ID

Account Groups

IAM Role ARN

@ Ssuccessful

Account

4 Misconfigurations (CSPM)  f§ Threat Detection

AWS_Redlock Automation_3490

1 Account Group Selected

- - - ar -
Deployment Type Global
Security Capabilities and Permissions P
¢ Misconfigurations (CSPM)
Resource Configuration @ Successful
Inspector @ Ssuccessful
GuardDuty © NotEnabled

For product documentation please click here (2

Previous Save and Close

3¢ 872 e AW on_...

be

5 account group(s) D

37¢ 19 aws AW" L & 1 account group(s) Koo

Note: You may need to run CFT or TFT templates when certain new APIs require explicit
permissions that are outside the scope of roles assumed by Prisma Cloud. This is typically the
CSP IAM implementation.

408.753.4000 | 3000 Tannery Way, Santa Clara, CA 95054 | paloaltonetworks.com


https://docs.prismacloud.io/en/enterprise-edition/content-collections/connect/connect-cloud-accounts/onboard-gcp/update-onboarded-gcp-account
https://docs.prismacloud.io/en/enterprise-edition/content-collections/connect/connect-cloud-accounts/onboard-your-oci-account/update-oci-permissions

% paloalto

NETWORKS

How to Disable AutoConsent Script?

To disable the script, copy the following script and perform all the steps listed in How to Enable
AutoConsent Script.

Python

import json

import requests

base_url ="https://api-sam103937.sam.prismacloud.io"
customerName = None # optional. customerName which is tenant Name
username = "your prisma admin username"

password = "password"

# Map of cloud type to accountIds for which autoConsent feature needs to be
enabled/disabled

# Cloud Types supported: ["aws", "azure", "gcp", "oci"

# Eg: account_ids = {"azure": ["c9addbd7-4f7d-4932-859f-990a8e9fchd7"], "aws":
["488387218036", "963840066676"]}

account_ids = {"aws": ["0123456789"]}

# autoConsent "enabled" - to opt in accountIds for autoConsent
# autoConsent = "disabled" - to opt out accountIds for autoConsent
auto_consent_value = "disabled"

# Prerequisite: Obtain an authorization token by Logging In.
login_url = f"{base_url}/login"

if customerName is not None:
login_payload = json.dumps({
"customerName" : customerName,
"username" : username,
"password": password
})
else:
login_payload = json.dumps ({
"username" : username,
"password": password

)

login_headers = {
‘Content-Type': 'application/json'
}
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response = requests.request("POST", login_url, headers=1login_headers,
data=login_payload, verify=False)
YOUR_TOKEN = response.json()['token']

# Call Cloud Account Patch API to enable/disable autoConsent
cloud_account_patch_api_url = "{base_url}/cloud/{cloudType}/{accountId}"

cloud_account_patch_api_payload = json.dumps({
"autoConsent": auto_consent_value

)

cloud_account_patch_api_headers = {
‘accept': 'application/json',
‘content-type': '"application/json',
'x-redlock-auth': YOUR_TOKEN

}

for cloud_type, account_ids in account_ids.items():
for account_id in account_ids:
response = requests.request(
method="PATCH",
url=cloud_account_patch_api_url.format(base_url=base_url,
cloudType=cloud_type, accountId=account_id),
headers=cloud_account_patch_api_headers,
data=cloud_account_patch_api_payload,
verify=False

)

if response.status_code ==200:
print(f"Successfully updated account ID - {account_id}")
else:
print(f"Failed to update account ID {account_id}, status_code:
{response.status_code}")
print(f"Failed to update account ID {account_id}, response:
{response.text}")
print(f"Failed to update account ID {account_id}, status:
{response.headers.get('x-redlock-status')}")

Once the disable script successfully executes, the Prisma Cloud role on CSP will now have
only granular permissions and will not have read-all type permissions.
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The cloud account status will be green until there are any missing permissions when new API
ingestions are supported in the future.

Feedback and Support

We want your feedback! If you have any questions or clarifications while running the scripts or
any of the steps listed in the document, please reach out to your Prisma Cloud Customer
Success Representative or email at racharya@paloaltonetworks.com.
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